TRICARE Operations Manual 6010.56-M, February 1, 2008
Records Management

Chapter 2 Addendum B

Electronic Record Transfer Procedures

1.0 GENERAL

The Defense Health Agency (DHA) Records Management Office has provided the contractor
two options to manage government records, either in paper (reference Addendum A) or electronic
(reference this Addendum) format. Electronic records shall be held at DHA Records Management
Office by following this guidance.

1.1 Electronic records shall be transferred to DHA on acceptable storage media. Acceptable
storage media for electronic transfers are Compact Disc-Read Only Memory (CD-ROM), Digital
Versatile Disk-Recordable (DVD-R), or on external terabyte drives. If there is a need for other storage
media not identified, contact the DHA Records Management Officer.

1.2 The contractor shall use the existing Standard Form 135 (SF-135) (Records Transmittal and
Receipt) to communicate specific transfer information for electronic records. The SF-135 is specific
to paper records; however, with specific electronic record details in the same form (reference Figure
2.B-1 for more details) it may be used to initiate a request to transfer electronic records. The DHA
Records Management Officer shall receive the SF-135 Portable Document Format (PDF) via e-mail
from the contractor. Once the transfer is approved, the DHA Records Management Officer will send
the annotated SF-135 PDF via e-mail to the contractor. The contractor shall include the e-copy of
the SF-135 PDF in the transfer package.

2.0 VALIDATORUTILITY

The Validator utility and documentation shall be provided by the DHA Records Management
Officer. It is a free tool provided to contractors by DHA. The purpose of the Validator utility is to
provide the quality assurance necessary to ensure trustworthy electronic records by performing
low-level validation, analyzing a sampling of the records, identifying the possible errors/omissions,
and conducting a Validation Survey for 20 randomly selected record objects. The Validator will
produce an audit log to document the success of the transfer package validation and this log is
required as part of the final transfer package. The DHA Records Management Officer will provide
the Validator deployment package. The contractor shall run the validator tool prior to shipping the
transfer package to DHA. The DHA shall run the Validator upon receiving the transfer package to
perform the quality assurance process. Errors shall be communicated back to the contractor for
resolution. Updates to the Validator tool will be provided to contractors as necessary.

3.0 TRANSFER PACKAGE PREPARATION AND LABELING OF ELECTRONIC RECORDS

3.1 DHA accepts electronic record transfers. An important aspect of preparing electronic records
for transfer is proper preparation. Improper preparation of the transfer package may result in the
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transfer package being rejected by the DHA Records Management Officer. The transfer package
consists of the following files:

3.1.1 eXtensible Markup Language (XML) Transfer Specification File

This file displays, in XML format, the information that the contractor provided on the SF-
135 and the transfer number. It describes how to locate the Record Object Metadata File (ROMF).
DHA provides this file to the contractor.

3.1.2 ROMF

A character-delimited text file that contains the metadata field values from each of the
record objects that is included in the transfer package. The metadata fields are identified in the
XML transfer specification metadata file. In addition to the identified metadata elements by the
contractor, the Validator also requires the following metadata fields:

» The Record Object File Type is Image, Text, or None

Note:  When a record in the ROMF has a Record Object File Type of None, no corresponding
record object file exists in the transfer package.

» The Record Object File Name.

» The Record Object File Format. The acceptable Record Object File Formats are TIF,
TIFF, PDF (image based), JPEG, JPG, GIF, TXT, RTF, HTML, DOC, DOCX, PDF (text based),
XML, XLS, XLSX, CSV, MSG, PPT, PPTX, VSD, or VSDX.

e The Record Object File Format Version.

« The View Type tag is specific to check record objects to indicate the front or back of
the check image. The values are FBW, BBW.

Note:  The View Type tag is required in the ROMF when a check image is broken down into two
separate record objects to indicate the front or back of the check. This is not required when a check
image is not separated into two record objects. If View Type tag is available in the ROMF, the
Validator will display the front of the check image for the validation survey.

3.1.3 Record Objects

Computer files that contain a group of related information. The information can be
formatted as either text or images, and the computer file-type indicates the format of the
information. For example, scanned images are typically stored in Tagged Image File Format (TIFF)

or PDF files. For more specific guidance on digital images (TIFF/PDF), reference paragraph 3.0.

3.14 e-Copy of SF-135 (PDF format).
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3.1.5 Audit Log of Validation

The Validator generates an audit log file that provides detailed information about any
ROMF data errors, data entry errors that occurred during the validation process and the final
validation result.

3.2 When preparing to transfer files for validation and the eventual transfer to the media device,
the user creates a folder on their computer and transfers the XML Transfer Specification file and
ROMF to that folder. Contact the DHA Records Management Officer for specific instructions for
using the Validator utility.

3.3 After the electronic records are stored on the media device, the label shall include the
following information.

» Contractor, region, and information

» For Official Use Only (FOUQ)

» Identify the sequential order of the media set, if applicable (e.g., 1 of 10,2 of 10, 3 of 10,
etc.)

* Include the date media was created

» Records series, transfer number(s), and file formats

For more specific instruction on labeling of storage media contact the DHA Records
Management Officer.

3.4 Alistof the required/visible metadata elements that will be included in the metadata file shall
be listed on the electronic SF-135. A list of the required metadata elements are located in Section 2.
An electronic copy shall be retained by the contractor so that documents needed for future
reference can be identified clearly by requesting officials.

4.0 PREPARING TRANSMITTAL DOCUMENT AND LOADING PACKAGE PROCESS

4.1 The contractor shall obtain permission from DHA to transfer a group of records. DHA will
verify that the repository has adequate storage space for the records and that the records are
structured in the manner that the DHA Records Officer requires.

4.2 DHA has defined a workflow process for transferring a group of records. The workflow
process helps ensure that the records meet the quality requirements and specifications. Figure 2.B-
1 illustrates the SF-135 form described in paragraph 4.2.1 for transferring electronic records to the
DHA Records Management Office.
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RECORDS TRANSMITTAL AND RECEIPT (SF-135)

FIGURE 2.B-1

TS1'BET1 WD 9€
VoYM A paquasald

s3ed (g2 “ASY) GEL UL PIEPUELS 10L-GEL 60V FES-00-0F5L NSN
uonefing 033800 | - Ua204) LUSLND 3 SPI033Y
(0} (8DILL) ~ "Bl B JeNUSRA SNOY
41 (2h1eyD — uoisiaA JEULOS SWOY
oL Tg) FBUYD = JEUU0d SNOH
4°1 { 0ZiEUD — BWEN JWOY
4°1 (gueud = adfL W0y
4''lozeyD {1dN) s2unuep) SBpinosd [Euaen
4 L0zZHeyd
-{NILL} J=aguingy uonedgnusp) safedee ) Japiaold
4'4'(0ZeYD - BWEN Jepioid
1'1 {gleyD - (Squny wieyD) lsquiny jequa sbew)
1°1'pR-wu-AAAA ‘aed - 800 Lengeusd
1'1 (ozueyD - swe 1567 LERysueg
4’4 {0zieyD - awen 1504 Aeysueg
L' L{6ueys - NSS josuods
L' 10T VeyD - awep 1567 Josuods
. 4'410FLELD - e 18il4 J05U0dS
- 1407 J18ue aiqis!, ‘pasnbay (whusjedteieg - ejepelay Lo
sieak 9 1530 0M0Z 'V 19qWEdS0 Bjeg pasorD | | JBYSURI | SMOY
OLBEIL0 MUY OL/LOVLD Wl ‘BAL
"SLUIE|] PEUUEDS SBPNIRUI 8jy EJER siy | -uopdudsaq g 0ooL
(s1ead g) SWIBLD) JORIENUED SHYIIHL € 10-) 16 SSUSS pioley pieH
ELOLLE STGOREION ﬂﬂouwm [BulE)xg
LL0Z-10-10 ‘BIBd G1-IW dSO [ M PqUINN PeeT 912 | 9N oSk ¥EZL | ¥IDZ | GEL
fuwd | | (1] [0} {u) (6) w @) 1} fa) fq) (e)
=3 o W @ (r2qumu = ) .
@ e om (SpU0034 JO S)BP INENIDU] Lim) SHIGNNN (yn)
3 EAERl NOILYD201 31%0 way pue ampayas) |2 @ N A HIGWNN Ad oY
S A3|Z%q Ws04s10 ALIHOHLNY m NOILAINDS3A SIS INNTOA
HILNI0 SOH0D3H A8 0313 1N0D NSCEIE i H3BNNN NDISS300V
Y.iv3d Sa¥Oo23y 9
1413034
A BUrT o4 HIALNID
31va (anis pue ainjeubis) A8 QINIOIH SQUODTY | STHODTH 5
ajeq
jew-3 LOWINGD
“BuoYY U 1IEIU0D JabEURLY SPI0daY "aWEN Bheue Spiodad | ADNIDY
(o suoydals) pue 320 JWEN) TVIDIZH0 NOSIVIT ADNISOY SNIEHIISNYHL £
7 SsaIppy JOPBIUOD) NOLZi
| SSaIpPY JOPBQUOD) “HOHLNY
Ja|uar) pJjoday Jopequod 40d Ul SE1LJS W Aeauonaai@ ubis [ wybpoH BEpUNS | HI4SNYHL
310 (300 pue aumeulis) IVI01430 ADNIOV ONINEIASNYEL | ADNIOV z
1 LO08 OO "By
Remyed wpajanua) 3 10F91
JuslusbRUBY SpIodSeY Uy WHH mouny
Aoushy WiesH esuaseq (D¥48) JaiueD) SpIodaY [e1apad DJUCLI9IT
("'sSauppe Siy) 0] JUSS 3G M L) S} JO JdR0a) paubis {051 8zzL
ay) spiooas ay) Buinas soyo ay) jo ssaippe Buvew jaidwes pue swed sy ;2F) NOHL § H-4O OF Ly UMOUS SB ease Jnok Buiias Jajuad Spuodad auj Joj SSaUppe ) ajaidwoD) [T

S39Vd |

I
30 7 3Ovd 7

“g5ianal U0 suonangsu Jynads seg "spuodsd Jo Juswdiys o) joud [eacidde oy ssus)
Spuo2ey [erepe ejeudoidde ey} o) wwoj siy) Jo Adod auo pue [euibuo pues pue ajejdwon)

1dI3234 ANV TVLLINSNYHL SQY023Y

C-152, September 25,2015



TRICARE Operations Manual 6010.56-M, February 1, 2008
Chapter 2, Addendum B
Electronic Record Transfer Procedures

4.2.1 When transferring electronic records to the DHA Records Management Office, the
contractor shall prepare and e-mail the SF-135 to the DHA Records Management Officer prior to
shipping the electronic transfer package. In the SF-135 “From” block (Block 5) the contractor shall
enter the following: Defense Health Agency, ATTN: Records Management, 16401 E. Centretech
Parkway, Aurora, Colorado 80011-9066. The contractor shall insert its own address below the DHA
address. The contractor shall state in the Series Description Block, the description of the records,
the contract number, record series, and specific metadata elements, indicators for required or
visible, and delimiter that will be in the metadata file of the transfer package. The contractor shall
state in the volume and agency box number columns the storage size, and total number of rows in
the metadata file respectively. Instructions for completing the remainder of the form are printed on
the reverse side of the SF-135.

4.2.2 When records are transferred, they must be scheduled for disposal using the applicable
disposition schedule referenced in Section 2. When the disposal authority is not cited, the SF-135
will be returned for completion.

423 Upon receipt of the SF-135, the DHA staff reviews it for completeness for transfer. If
approved, the DHA Records Management Officer annotates the official transfer number on the
form and returns it to the contractor for continued processing.

4.2.4 The original SF-135 is retained by the DHA; one copy of the annotated SF-135, showing
transfer number(s) will be e-mailed to the contractor, indicating the approval of the transfer.

4.2,5 After receiving the copy of the approved SF-135 PDF document, the contractor shall
prepare the transfer package. The transfer number shall be included on the label of each physical
media device. The contractor shall place the electronic copy of the SF-135 PDF document on the
first media device of each transfer and the records shall be shipped to the DHA Records
Management Officer in accordance with Protected Health Information (PHI)/ Personally Identifiable
Information (PIl) guidance. A copy of the SF-135 PDF document shall be retained by the contractor
for its reference and use.

4.2.6 The shipment of the transfer package of electronic records shall be accomplished as soon
as the contractor has successfully run the Validator utility. The contractor can receive the Validator

Installation program and the installation instruction from the DHA Records Management Officer.

42,7 After successful validation the contractor shall send the transfer package to the DHA
Records Management Officer.

4.2.8 The DHA Records Management Officer uses the Validator to verify that the transfer
package meets the requirements and specifications.

429 If the Validator identifies no errors, the DHA Records Management Officer proceeds to
next step.

4.2.10 Ifthe TRIP Validator identifies one or more errors, the DHA Records Management Officer
returns the transfer package to the contractor for corrections.

4.2.11 The DHA Records Management Officer adds the successful Validator audit log file to the
transfer package.

5 C-152, September 25,2015



TRICARE Operations Manual 6010.56-M, February 1, 2008
Chapter 2, Addendum B
Electronic Record Transfer Procedures

5.0 SHIPPING RECORDS

5.1 Sensitive data (PIlI/PHI) shall follow the transfer protocol instructions available from the DHA
Records Management Officer. All sensitive data that includes Pll or PHI shall be encrypted on the
media device prior to shipping the transfer package to DHA. Contact the DHA Records Office for
guidance on the use for sensitive data. The contractor shall comply with the following instructions:

» Double wrapping shall be used for shipment.

» Recommended shipment methods are U.S. Postal Service (USPS), FedEx, and UPS along
with the tracking number and delivery signature confirmation.

» Use opaque envelopes or containers.
» Complete Chain of Custody template along with the paper copy of the SF-135.

« Inner envelope/container has classification and handling markings (i.e., unclassified,
FOUO).

« Outer envelope/container has full address for DHA Records Management Officer.
« Outer envelope/container has no classification markings.
» For hard drive media encryption guidance contact the DHA Records Management Officer.

5.2 Non-sensitive data shall be shipped to DHA Records Management Officer using normal
shipment methods and sensitive data transfer protocol is not necessary.

6.0 RETRIEVING RECORDS

6.1 DHA provides reference services which include search, retrieval, and providing authorized
requesters with a copy of the electronic records stored in the repository.

6.2 Recall of an electronic record from DHA does not include a permanent recall. The copy of an
electronic record shall be managed as a convenience copy and destroyed when no longer needed.
Remember, if the content of the recalled record is re-utilized for other business purposes, it
becomes a new record and shall be managed and maintained as such.

6.3 The best method to recall records from DHA is with the use of the Optional Form 11 (OF-11)
(Reference Request-Federal Records Center). Use the electronic form OF-11 per request and e-mail
it to the DHA Records Management Officer.

6.4 The following information shall always be furnished when preparing a reference request:

e Transfer Number

» Copy of SF-135 PDF

« Metadata elements used for Search Criteria

e Record Series

» Description of Records or Information Requested
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» Name, Address, and Telephone Number of Requester

- END -

7 C-152, September 25,2015






	Chapter 2
	Addendum B
	Electronic Record Transfer Procedures
	1.0 General
	1.1 Electronic records shall be transferred to DHA on acceptable storage media. Acceptable storage media for electronic transfers are Compact Disc-Read Only Memory (CD-ROM), Digital Versatile Disk-Recordable (DVD-R), or on external terabyte drives. I...
	1.2 The contractor shall use the existing Standard Form 135 (SF-135) (Records Transmittal and Receipt) to communicate specific transfer information for electronic records. The SF-135 is specific to paper records; however, with specific electronic rec...

	2.0 Validator Utility
	3.0 Transfer Package Preparation And Labeling Of Electronic Records
	3.1 DHA accepts electronic record transfers. An important aspect of preparing electronic records for transfer is proper preparation. Improper preparation of the transfer package may result in the transfer package being rejected by the DHA Records Man...
	3.1.1 eXtensible Markup Language (XML) Transfer Specification File
	3.1.2 ROMF
	3.1.3 Record Objects
	3.1.4 e-Copy of SF-135 (PDF format).

	3.1.5 Audit Log of Validation
	3.2 When preparing to transfer files for validation and the eventual transfer to the media device, the user creates a folder on their computer and transfers the XML Transfer Specification file and ROMF to that folder. Contact the DHA Records Manageme...
	3.3 After the electronic records are stored on the media device, the label shall include the following information.
	3.4 A list of the required/visible metadata elements that will be included in the metadata file shall be listed on the electronic SF-135. A list of the required metadata elements are located in Section 2. An electronic copy shall be retained by the c...


	4.0 Preparing Transmittal Document And Loading Package Process
	4.1 The contractor shall obtain permission from DHA to transfer a group of records. DHA will verify that the repository has adequate storage space for the records and that the records are structured in the manner that the DHA Records Officer requires.
	4.2 DHA has defined a workflow process for transferring a group of records. The workflow process helps ensure that the records meet the quality requirements and specifications. Figure 2.B- 1 illustrates the SF-135 form described in paragraph 4.2.1 fo...


	Figure 2.B-1 Records Transmittal and Receipt (SF-135)
	4.2.1 When transferring electronic records to the DHA Records Management Office, the contractor shall prepare and e-mail the SF-135 to the DHA Records Management Officer prior to shipping the electronic transfer package. In the SF-135 “From” bloc...
	4.2.2 When records are transferred, they must be scheduled for disposal using the applicable disposition schedule referenced in Section 2. When the disposal authority is not cited, the SF-135 will be returned for completion.
	4.2.3 Upon receipt of the SF-135, the DHA staff reviews it for completeness for transfer. If approved, the DHA Records Management Officer annotates the official transfer number on the form and returns it to the contractor for continued processing.
	4.2.4 The original SF-135 is retained by the DHA; one copy of the annotated SF-135, showing transfer number(s) will be e-mailed to the contractor, indicating the approval of the transfer.
	4.2.5 After receiving the copy of the approved SF-135 PDF document, the contractor shall prepare the transfer package. The transfer number shall be included on the label of each physical media device. The contractor shall place the electronic copy of...
	4.2.6 The shipment of the transfer package of electronic records shall be accomplished as soon as the contractor has successfully run the Validator utility. The contractor can receive the Validator Installation program and the installation instructio...
	4.2.7 After successful validation the contractor shall send the transfer package to the DHA Records Management Officer.
	4.2.8 The DHA Records Management Officer uses the Validator to verify that the transfer package meets the requirements and specifications.
	4.2.9 If the Validator identifies no errors, the DHA Records Management Officer proceeds to next step.
	4.2.10 If the TRIP Validator identifies one or more errors, the DHA Records Management Officer returns the transfer package to the contractor for corrections.
	4.2.11 The DHA Records Management Officer adds the successful Validator audit log file to the transfer package.
	5.0 Shipping Records
	5.1 Sensitive data (PII/PHI) shall follow the transfer protocol instructions available from the DHA Records Management Officer. All sensitive data that includes PII or PHI shall be encrypted on the media device prior to shipping the transfer package ...
	5.2 Non-sensitive data shall be shipped to DHA Records Management Officer using normal shipment methods and sensitive data transfer protocol is not necessary.

	6.0 Retrieving Records
	6.1 DHA provides reference services which include search, retrieval, and providing authorized requesters with a copy of the electronic records stored in the repository.
	6.2 Recall of an electronic record from DHA does not include a permanent recall. The copy of an electronic record shall be managed as a convenience copy and destroyed when no longer needed. Remember, if the content of the recalled record is re-utiliz...
	6.3 The best method to recall records from DHA is with the use of the Optional Form 11 (OF-11) (Reference Request-Federal Records Center). Use the electronic form OF-11 per request and e-mail it to the DHA Records Management Officer.
	6.4 The following information shall always be furnished when preparing a reference request:

	- END -



