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Records Management

Chapter 2 Section 1

General

1.0 POLICY

1.1 This chapter implements Department of Defense Administrative Instruction No. 15 (DoD Al
15), “Records Management, Administrative Procedures and Records Disposition Schedules”. The
contractors shall follow all applicable laws, regulations and instructions relating to Government
records (regardless of media) and contractors must plan for the full life cycle of Government
records, from creation through the required retention period to the authorized destruction date.

1.2 Itis DoD policy, to limit the creation of records to those essential for the efficient conduct of
official business and to preserve those of continuing value while systematically eliminating all
others, and to ensure their management is in compliance with 44 United States Code (USC), 36
Code of Federal Regulations (CFR), 41 CFR and all Al-15 references.
1.3 Norecord of the U.S. Government is to be alienated (removed) or destroyed except in
accordance with the provisions of the Federal Records Act and applicable regulations.
Unauthorized destruction of records is punishable by fine, imprisonment, or both.
2.0 APPLICABILITY

The provisions of this chapter apply to all TRICARE contractors. Where “contractor” is referred
to within this chapter, the provisions shall apply, when appropriate, to subcontractors providing
services under the Prime contract.
3.0 RESPONSIBILITY
3.1 TRICARE Management Activity (TMA)

TMA is responsible for:

3.1.1 The development and implementation of standards and policies for the economical
management of records for the TRICARE Program.

3.1.2 Providing effective control over the creation, organization, maintenance, use, and
disposition of records including records containing adequate and proper documentation of the
contractor’s administration and procedures.

3.1.3 Providing annual records training for contractors.

3.14 Notifying contractors of records freezes.
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3.1.5 Inspecting the contractor’s records management practices and procedures during the
contractor’s normal business hours.

3.2 Contractors

Records related to beneficiary health care and/or claims and supporting documentation
which are received or developed under the TRICARE contracts are, by contract, the property of the
U.S. Government unless specifically excluded. Contractors are required at a minimum to:

3.2.1 Establish, within their organization, a records management program to support the
requirements of the DoD Al-15 (including all references contained in the Al-15).

3.2.2 Appoint an individual as the contractor’s Records Management Officer to perform the
records management function and serve as accountable records custodians in their organization
and to act in liaison with the TMA Records Management Officer. The individual shall have
knowledge of applicable laws, regulations, and published industry standards governing records
management. This appointment shall be made in writing and furnished to the TMA Records
Management Officer. All appointment letters will specify the offices supported by the individual.
Appointment letters will be updated upon the departure or change of the individual.

3.23 Apply current laws, regulations, standards, procedures, and techniques to ensure the
most economical, efficient, and reliable means for creation, retrieval, maintenance, preservation,
and disposition of their records, regardless of media.

3.24 Maintain a documented file system for all Government records. This includes current file
plans, records that have been retired and records that have been destroyed.

3.25 Annually review and approve the file plans for each office within their purview to ensure
that records are accurately identified; these file plans will be reviewed and approved and signed by
the contractor’s Records Management Officer. These file plans will be made available to the
Government as requested.

3.2.6 Perform self-evaluations of their records management program every two years to
ensure compliance with applicable records management laws, regulations, standards and
guidance. These evaluations will be made available to the Government as requested.

3.2.7 Evaluate current and potential information systems to identify record information being
created or received during the conduct of business and ensure the preservation of Federal records
as specified in Al-15. Record information created in information systems and not identified in the
Al-15 Disposition Schedule shall be brought to the attention of the TMA Records Management
Officer.

3.2.8 Inform and caution all employees not to destroy records in their custody and ensure they
are made aware of their legal responsibility to report to the appropriate official any actual,
impending, or threatened unlawful removal, alteration, or destruction of Federal records.

3.29 Establish a records management program covering all media. The contractor will use the
standard classification and filing system outlined in Al-15. This allows for the maximum uniformity
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and ease in maintaining and using Government records and facilitating the locating, charge-out,
refiling and disposing of records.

3.2.10 All records are maintained in a current and easily retrievable manner.
3.2.11 Avital records program is developed and implemented in case of disaster.

3.2.12 Provide TMA, it's delegated audit agencies and the Comptroller General of the United
States, access to and the right to examine those books, records, documents, and other supporting
data which will permit adequate evaluation of the cost or pricing data submitted by the contractor,
along with the computations and projections used. The purpose of the examination shall be to
verify that cost or pricing data submitted in conjunction with the negotiation of the agreement,
including changes, and any fiscal report of settlement is accurate, complete, and current. The right
to examination of records shall continue for six years and three months after final payment to the
contractor has been made or until such time as the final audit is completed.

3.2.13 ltis the responsibility of the contractor to ensure that records in its jurisdiction are
retrievable within five working days of request by the Government. Adequate management
controls and procedures to ensure timely retrieval of Federally stored records shall be established.
The Government'’s right of access to these records shall not interfere with the contractor’s ability to
maintain an effective records management program. However, the contractor’s records
management program shall make allowance for the Government’s right of access to records.

4.0 DEFINITIONS
4.1 Case or Project Files

A case or project file contains material on a specific action, transaction, event, person, project,
or other subject. Case files may cover one or several subjects that relate to a particular case. A
contract file maintained by an agency contracting office, for example, might contain proposals,
bids, addenda, inspection reports, payment authorizations, correspondence, and legal papers.
4.2 Contractor Records

Data produced and/or maintained by a contractor for a Federal agency and required to
provide adequate and proper documentation of that agency’s programs and to manage them
effectively.
4.3 Disposition Instructions

Specific techniques for using or applying disposition instructions are located in the Al-15.

4.4 Documentation

Documentation concerns the creation of records and the assembly or consolidation of this
information; this applies to records in all media (paper, electronic, microfilm, etc.).
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4.5 Electronic Mail

A document created or received on an agency electronic mail system including brief notes,
more formal or substantive documents, and any attachments and routing information which may
be transmitted with the message. May be a record or a non-record.

4.6 Electronic Recordkeeping

The creation, maintenance, use and disposition of records created and stored by using a
computer. Electronic recordkeeping is part of the solution to manage, preserve, and provide access
to electronic records.
4.7 Electronic Recordkeeping System

An electronic recordkeeping system collects, organizes, and categorizes electronic records in
their native file form instead of requiring the user to print and file them in a manual filing system,
Such a system automates the preservation, retrieval, use, and disposition of the electronic record.

4.8 Electronic Records

Records stored in a form that only a computer can process and satisfies the definition of a
Federal Record, also referred to as machine-readable records or automatic data processing records.

49 Frozen Records (FRs)

Those temporary records that cannot be destroyed on schedule because special
circumstances, such as a court order, require a temporary extension of the approved retention
period.

4.10 Life Cycle of Records

The concept that records pass through the following stages: receipt, capture, active use, in-
active use, distribution, storage, transfer, migration, disposition, and archiving of the official record.

4.11 Master Files

Relatively long-lived computer files containing an organized and consistent set of complete
and accurate data. Usually updated periodically.

4.12 Medium/Media

The physical form of recorded information. Includes paper, film, disc, magnetic tape, and
other materials on which information can be recorded.

4.13 Metadata
Data about a record. The attributes of electronic records -- structure, content, and context

(including office of origin, file codes, dates sent/received, disposition, security classification, etc.). If
a record can be viewed as a “letter”, then metadata is the “envelope.”
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4.14 Migration

The techniques and strategies used to move electronic information from one storage
medium to another over time to prevent the loss of needed information because of technological
obsolescence.

4.15 Non-Records

Material that is a duplicate of a document already in an official file. It has no real evidential or
informational value or only short term value. Consists of processed or printed material maintained
for reference or distribution.

The following non-record materials are excluded by statute:

e Library and museum materials

« Extra convenience copies

» Supplies of publications and blank forms

» Personal papers

o Drafts and worksheets

» Routing slips, transmittal sheets, and envelopes
o Duplicate copies

» Catalogs, trade journals and publications

4.16 Optical Disc (OD)

A non-contact, random-access disc tracked by optical laser beams and used for mass storage
and retrieval of digitized text and graphics. Sometimes called an optical digital disc or optical
digital data disc. Types include WORM (write once read many), CD-ROM (compact disc-read only
memory), and CD-l (compact disc-interactive), DVD, and erasable optical discs.

4.17 Processing Files

Files, aside from master files, which comprise the life cycle of most computerized records
prior to the production of a given master file. Processing files, from work files and input or source
files to some valid transaction files, are employed to create and use a master file.

4.18 Records

According to 44 USC 3301, the term “records” includes all books, papers, maps, photographs,
electronic records, or other documentary materials, regardless of physical form or characteristics,
made or received by an agency of the U.S. Government under Federal law or in connection with the
transaction of public business and preserved or appropriate for preservation by that agency or it’s
legitimate successor as evidence of the organization, functions, policies, decisions, procedures,
operations, or other activities of the Government, or because of the informational nature of data in
them. Library and museum material made or acquired and preserved solely for reference, and
stocks or publications and of processed documents are not included.
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4.19 Records Management

That area of general administrative management concerned with achieving economy and
efficiency in the creation, use/maintenance, and disposition of records.

4.20 Transmission and Receipt Data

4.20.1 Transmission data. Information in electronic mail systems regarding the identities of
sender and addressee(s), and the date and time messages were sent.

4.20.2 Receiptdata.Information in electronic mail systems regarding date and time of receipt of
a message, and/or acknowledgment of receipt or access by the addressee(s).

4.21 Vital Records (Sometimes Called Essential Records)

Records essential to the continued functioning or reconstitution of an organization during
and after an emergency and also those records essential to protecting the rights and interests of
that organization and of the individuals directly affected by its activities (includes both emergency-
operating and rights-and-interests records). Vital records considerations are part of an agency’s
records disaster prevention and recovery program.

5.0 E-MAIL RECORDKEEPING REQUIREMENTS

The same records management principles apply to e-mail records. Contractors shall, at a
minimum:

5.1 Write and implement contractor instructions on e-mail. Instructions at a minimum shall
address: what is a record vs. a nonrecord, how the contractor will preserve the data, the names on
distribution lists or directories, when to request receipts and how to preserve the receipts, external
e-mail systems, and circulated drafts. The contractor must minimize the risk of unauthorized
additions, deletions, or alterations to e-mail records (integrity).

5.2 Assign anindividual to be responsible for the maintenance of the e-mail recordkeeping
system. This individual is also required to annually monitor the use of the e-mail system to assure
recordkeeping instructions are being followed.

5.3 Train all e-mail users and provide on-going training for any new users on e-mail record
keeping requirements in compliance with the National Archives and Records Administration
(NARA) requirements. This training shall include: defining what is a record vs. a nonrecord; how to
put records into record keeping systems; preserving data; preserving names on distribution lists or
directories, when to request receipts and how to preserve the receipts; how to deal with circulated
drafts; and external e-mail systems.

6.0 RECORDS MAINTAINED BY CONTRACTORS

The records in Section 2 shall be maintained by all contractors. In the event of a contract
transition, the outgoing contractor shall transfer either a microfilm, or a Tagged Imaged File Format
(TIFF) imaged copy of the records for the full retention time required by Al-15 disposition
instructions, to either an incoming contractor or to the NARA Records Center designated by TMA.
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FRs shall be taken into consideration. Records to be microfilmed or imaged include, but are not
limited to:

o TRICARE Claims

« Claims Supporting Documentation (including any documentation that either supports or
denies payment of a claim)

« Adjustment Records

» Adjustment Supporting Documentation (including any documentation that either
supports or denies payment of the adjustment)

o Checks
» Explanation of Benefits (EOB) Forms and Summary Payment Vouchers

- END -
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